Abstract
Introduction
Autonomous intelligent swarms [2, 3, 4] of satellites are being proposed for missions that have complex behaviors and interactions. These types of missions provide greater flexibility and the chance to gather more science than traditional single satellite missions, but can also exhibit complex interactions and emergent behaviors. We are currently investigating formal methods and techniques for verification and validation of these types of missions. The advantage of using formal methods is their ability to mathematically assure the behavior of a swarm, emergent or otherwise.
The Autonomous NanoTechnology Swarm (ANTS) mission is being used as an example and case study for swarm-based missions for which to experiment and test current formal methods with intelligent swarms. Using the ANTS mission, we have evaluated multiple formal methods to determine their effectiveness in modeling and assuring swarm behavior.
The remainder of this paper will give an overview of the NASA ANTS Mission and give the results of a comparison of several formal methods and approaches for specifying intelligent swarm-based systems using the ANTS mission as a case study.
ANTS Mission Overview
The Autonomous Nano-Technology Swarm (ANTS) mission [1, 5, 6] will have swarms of autonomous picoclass (approximately 1kg) spacecraft that will search the asteroid belt for asteroids that have specific characteristics.
There will be approximately 1,000 spacecraft involved in the mission. Figure 1 gives an overview of the properties of the mission. There will be several specialized spacecraft involved in the swarms. Many of these spacecraft (called specialist) will have a specialized instrument for collecting data on asteroids. To examine an asteroid, the spacecraft will have to cooperate since they each only have a single instrument on board. To do this they will use an insect analogy of hierarchical social behavior were some spacecraft are directing others. Sub-swarms will exist that will act as teams that explore a particular asteroid based on the asteroids properties. Teams will have to share resources (instruments) between each other.
The spacecraft will initially be carried to the asteroid belt by a transport ship, manufactured along the way and then released into the asteroid belt. Replacement spacecraft will be sent from Earth on an as-needed basis. There will be several types of spacecraft involved in the mission (Figure 2) . Some of the spacecraft, called workers, will have the specialized instruments onboard (e.g., a magnetometer, x-ray, gamma-ray, visible/IR, neutral mass spectrometer) and each will obtain specific types of data. Some will be coordinators (called rulers) that have rules that decided the types of asteroids and data the mission is interested in and will coordinate the efforts of the workers. Messengers, the third type of spacecraft, coordinate communications between the workers, rulers and Earth. Each worker spacecraft will examine asteroids they encounter and send messages back to a coordinator that will then evaluate the data, form a team to investigate it that contains the appropriate spacecraft with specialized instruments to the asteroid to gather further information if needed. Approximately 80 percent of the spacecraft will be workers. As data is collected, the data is sent back periodically via the messengers.
To implement this mission a high degree of autonomy is being planned, approaching total autonomy and will require autonomic properties. A heuristic approach is being considered that provides for a social structure to the spacecraft based on the above hierarchy. Artificial intelligence technologies such as genetic algorithms, neural nets, fuzzy logic and on-board planners are being investigated to assist the mission to maintain a high level of autonomy. Crucial to the mission will be the ability to modify its operations autonomously to reflect the changing nature of the mission and the distance and low bandwidth communications back to Earth.
A virtual experiment is conducted in the ANTS mission by an ANT subset consisting of a Leader spacecraft and individual worker spacecraft. Details of the operations of the ANTS mission can be found on the ANTS web page [1] and "Prospecting ANTS Missions: Applying a New Paradigm to Lunar and Planetary Exploration" [5] . Papers on the ANTS web page include "ANTS (Autonomous Nano Technology Swarm): An Artificial Intelligence Approach to Asteroid Belt Resource Exploration", "Onboard Science Software Enabling Future Space Science and Space Weather Missions", "ANTS for the Human Exploration and Development of Space, and "Describing Intelligent Agent Behavior". Additional information on ANTS is also available in the presentations "Autonomous Nano Technology Swarm" and "RASC/ANTS Operations Concept Overview" that are available from the ANTS web site.
A scenario for the ANTS mission is based on the ANTS targeting an asteroid on which to do an experiment and then forming a team to carry out that experiment. The following is a brief description of the scenario:
Team leaders contain models of the types of science they want to perform. Parts of this model are communicated to the messenger spacecraft that then relay it on to the worker spacecraft. The worker spacecraft then take measurements of asteroids using whatever kind of instrument they have until something matches the goal that was sent down by the leader.
Self Directed Exploration
The data will then be sent to a messenger to be sent back to the leader. If the data matches the profile of the type of asteroid that is being searched for, an imaging spacecraft will be sent to the asteroid to ascertain the exact location and to create a rough model prior to the arrival of other spacecraft so they have a model to use for maneuvering around the asteroid.
Other spacecraft that would then work together to finish the model and mapping of the asteroid would include:
an asteroid detector/stereo mapper team that would consist of two spacecraft with field imaging spectrometers, a dynamic modeler with an enhanced radio science instrument for measuring dynamic properties (such as spin, density and mass distribution) a petrologist team that would consist of X-ray, Near Infrared, Gamma-ray, Thermal IR and wide fieled imager to determine the distribution of elements, minerals and rocks present a photogeologist team that would consist of Narrow Field and Wide Field Imagers and Altimeter to determine the nature and distribution of geological units based on texture, albedo, color, and apparent stratigraphy a prospector team consisting of an altimeter, magnetometer, near infrared, infrared, and X-ray spectrometers to determine the distribution of resources The above teams would work together to form a model of asteroids as well as form virtual instruments.
Many things can happen when an ANTS team encounters an asteroid (Figure 4) . A spacecraft can do a flyby and do opportunistic observations. The flyby can be used to first determine if the asteroid is of interest before sending an entire team to the asteroid, or due to the nature of the instrument on the spacecraft, only a flyby is necessary. If the asteroid is of interest, a mapping spacecraft will map the asteroid and determine its size, rate and axis of rotation, whether the asteroids have any satellites/moons, etc. This information is passed on to other spacecraft that will be doing observations and need to do a flyby, enter an orbit around the asteroid, enter a hovering point, etc.. As more data is obtained about the asteroid, other ANTS maybe sent to the asteroid for further data gathering.
Approaches and Assurance
As can be seen from the above, as mission software becomes increasingly more complex, it also becomes more difficult to test and find errors. Race conditions in these systems can rarely be found by inputting sample data and checking if the results are correct. These types of errors are time-based and only occur when processes send or receive data at particular times or in a particular sequence or after learning occurs. To find these errors, the software processes involved have to be executed in all possible combinations of states (state space) that the processes could collectively be in. Because the state space is exponential (and sometimes factorial) to the number of states, it becomes untestable with a relatively small number of processes. Traditionally, to get around the state explosion problem, testers have artificially reduced the number of states of the system and approximated the underlying software using models.
Formal methods are proven approaches for assuring the correct operation of complex interacting systems [7, 8, 9] . Formal methods are mathematically based tools and techniques for specifying and verifying systems. They are particularly useful for specifying complex parallel and distributed systems where the entire system is difficult for a single person to fully understand and when more than one person was involved in the development. Once written, a formal specification can be used to prove properties of a system correct (e.g., the underlying system will go from one state to another or not into a specific state), check for particular types of errors (e.g. race 
Formal Methods for Swarms
To determine whether formal methods have been used to specify swarms and analyze emergent behavior, we surveyed formal methods techniques to determine if there existed formal methods that have been used or would be suitable for verifying swarm-based systems and their emergent behavior [19] . Formal methods were surveyed based on whether they had currency support, were based on a formal model, had tool support, and had been used to specify and verify agent-based or swarm-based systems. What was found from the survey was that there are a number of formal methods that support either the specification of concurrency or algorithms. It was also found that in recent years there have been a large number of hybrid or combination formal methods that have been developed with the hope of specifying both concurrency and algorithms with the same method. Table 1 shows part Table 2 shows the results for hybrid formal methods and Table 3 shows a comparison of formal methods that have been used to specify swarm-based systems. Table 1 summarizes the results of mainstream formal techniques. The formal methods were evaluated for concurrency support, algorithm support, tool support, their formal basis, whether they had been used in specifying agent-based systems and whether they had been used in specifying swarm-based systems. Table 2 compares hybrid or combination formal methods surveyed. This table also lists support for concurrency, algorithms, tool support, whether it is based on a formal foundation, has been used to specify agentbased systems and if it has been used to specify swarmbased systems. For the tool support, a yes is entered only if there was integrated tool support for the combined languages. Table 3 compares methods that have been used for modeling or specifying swarm-based systems (computer or biological based). It lists whether each of the methods provides support for concurrency, algorithms, has tool support, is based on a formal foundation, and whether it supports the analysis of emergent behavior and whether it has been used to specify swarm-based systems (software or biological).
Though there were a few formal methods that have been used to specify swarm-based systems, only two formal approaches had been found that were used to analyze the emergent behavior of swarms. One of these formal methods was Weighted Synchronous Calculus of Communicating Systems (WSCCS) and the other was a method called artificial physics. In artificial physics, behavior of a system is represented as properties of a physical entity in physics, such as particles, and then when the physical properties of the entity changed, such as going from a liquid to a solid, the desired emergent behavior occurred. In addition, it was also discovered that the majority of the work in specifying swarm-based systems has been done on insects by biologist with the help of computer scientists that used modified formal methods.
Specification Approaches Used for Social, Swarm and Emergent Behavior
The following is a summary of specification techniques that have been used for specifying social, swarm and emergent behavior:
Weighted Synchronous Calculus of Communicating Systems (WSCCS), a process algebra, was used by Tofts to model social insects [10] . WSCCS was also used in conjunction with a dynamical systems approach for analyzing the nonlinear aspects of social insects [11] . X-Machines have been used to model cell biology [12, 13] and modifications, such as Communicating Stream X-Machines [14] also have potential for specifying swarms. [15] , which is a variant of UML, has been suggested for modeling emergent systems.
Cellular automaton [16] has been used to model systems that exhibit emergent behavior (such as land use).
Simulation approaches are also being investigated to determine emergent behavior and then using a modeling technique to model the behavior. These approaches do not model emergent behavior beforehand, only after the fact.
Evaluation of Specification Methods
Based on the results of the survey, four formal methods were selected to do sample specification of part of the ANTS mission. These methods were: the process algebras CSP [18] and WSCCS [11, 12] , X-Machines [13] [14] [15] , and Unity Logic [17] . The area that was specified was a virtual experiment described above. CSP was chosen as a baseline specification method because the team has had experience in specifying agent-based systems with CSP [9] and it could be used to flush out the specification for the other methods. WSCCS and XMachines were chosen because they had already been used for specifying emergent behavior by others. Unity Logic was also chosen because it had been successfully used for specifying concurrent systems and was a logicbased specification which contrasted with the other methods.
DESML, Cellular Automata and simulation approaches were not used even though they had been used for specifying or evaluating emergent behavior. DESML, though very interesting, was not used because it had not been used or evaluated outside of the thesis it was developed under (though we may be revisiting it at a future time). Cellular Automata was not selected because it did not have any built in analysis properties for emergent behavior and because it has been primarily used for simulating emergent systems. Though not used for the specification, it too may be revisited to examine its strengths. Lastly, simulation techniques were not used do to the fact that verification can not be done using simulation. This is because there could be emergent or other undesirable behaviors occurring that are not visible or come out in a simulation, but may be there none the less. A formal technique is designed to find exactly these kinds of errors.
The following describes the results of the sample specifications and the evaluation of the methods used.
CSP
CSP is very good at specifying the process protocols between and within the spacecraft and analyzing the result for race conditions. Being able to evaluate a system for race conditions is very important in systems, particularly swarm-based systems which are highly parallel. From a CSP specification, reasoning about the specification can be done to determine race conditions as well as converted into a model checking language for running on a model checker. Though the above is important and process algebras have been widely used for specifying agent-based systems, there is no facility for evaluating emergent behavior of the end system.
WSCCS
WSCCS provides a process algebra that takes into account the priorities and probabilities of actions performed by the leader. It further provides a syntax and large set of rules for predicting and specifying the choices and behaviors of the Leader, as well as a congruence and syntax for determining if two automata are equivalent. All of this in hand, WSCCS can be used to specify the ANTS spacecraft and to reason about and even predict the behavior of one or more spacecraft. This robustness affords WSCCS the greatest potential for specifying emergent behavior in the ANTS swarm. What it lacks towards that end is an ability to track the goals and model of the ANTS mission in a memory.
Unity Logic
Unity Logic provides a logical syntax equivalent to simple Propositional Logic for reasoning about predicates and the states they imply as well as for defining specific mathematical, statistical and other simple calculations to be performed. However, it does not appear to be rich enough to allow ease of specification and validation of more abstract concepts such as mission goals. This same simplicity, however, may make it a good tool for specifying and validating the actual Reasoning programming (as opposed to Reasoning process) portion of the ANTS Leader spacecraft, when the need arises. In short, specifying emergent behavior in the ANTS swarm will not be accomplished well using Unity Logic, though logic does provide many useful properties for reasoning about systems.
X-Machines
X-Machines provide a highly executable environment for specifying the ANTS spacecraft. It allows for a memory to be kept and it allows for transitions between states to be seen as functions involving inputs and outputs. This allows us to track the actions of the ANTS spacecraft as well as write to memory any aspect of the goals and model. This ability makes X-Machines highly effective for tracking and affecting changes in the goals and model. However, X-Machines do not provide any robust means for reasoning about or predicting behaviors of one or more spacecraft, beyond standard propositional logic. This will make specifying or analyzing emergent behavior difficult or impossible.
Results of Comparison
A blending of the above methods seems to be the best approach for specifying swarm-based systems and analyzing emergent behavior of these systems. Blending the memory and transition function aspects of XMachines with the priority and probability aspects of WSCCS may produce a specification method that will allow all the necessary aspects for specifying emergent behavior in the ANTS mission and other swarm-based systems. The idea of merging the above methods is currently being furthered studied as well as adding some of the properties of logic and cellular automata.
Conclusion
Swarm-based missions are becoming more important to NASA so new science can be performed. These types of missions have many positive attributes but represent a change in paradigm from current types of missions. Due to this, swarms require new types of verification and validation techniques to assure their correct operation. To overcome their nondeterministic nature, high degree of parallelism, intelligent behavior and emergent behavior, new kinds of verification methods need to be used. This paper gave the results of an investigation into formal method techniques that are applicable to these swarmbased missions and that can verify their correctness.
